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1.An organization is launching a new online subscription-based publication. As the service is not aimed
at children, users are asked for their date of birth as part of the of the sign-up process. The privacy
technologist suggests it may be more appropriate ask if an individual is over 18 rather than requiring they
provide a date of birth.

What kind of threat is the privacy technologist concerned about?

A. Identification.

B. Insecurity.

C. Interference.

D. Minimization.

Answer: D

Explanation:

By suggesting that it may be more appropriate to ask if an individual is over 18 rather than requiring they
provide a date of birth, the privacy technologist is concerned about minimizing the amount of personal
data collected. This helps reduce privacy risks by limiting the amount of personal data that could
potentially be exposed in a data breach.

2.Which of the following is an example of drone “swarming”?

A. A drone filming a cyclist from above as he rides.

B. A drone flying over a building site to gather data.

C. Drones delivering retailers’ packages to private homes.

D. Drones communicating with each other to perform a search and rescue.
Answer: D

3.0rganizations understand there are aggregation risks associated with the way the process their
customer’s data. They typically include the details of this aggregation risk in a privacy notice and ask that
all customers acknowledge they understand these risks and consent to the processing.

What type of risk response does this notice and consent represent?

A. Risk transfer.

B. Risk mitigation.

C. Risk avoidance.

D. Risk acceptance.

Answer: A

4 SCENARIO

Please use the following to answer the next question:

Chuck, a compliance auditor for a consulting firm focusing on healthcare clients, was required to travel to
the client’s office to perform an onsite review of the client’s operations. He rented a car from Finley
Motors upon arrival at the airport as so he could commute to and from the client’s office. The car rental
agreement was electronically signed by Chuck and included his name, address, driver’s license,
make/model of the car, billing rate, and additional details describing the rental transaction. On the
second night, Chuck was caught by a red light camera not stopping at an intersection on his way to
dinner. Chuck returned the car back to the car rental agency at the end week without mentioning the
infraction and Finley Motors emailed a copy of the final receipt to the address on file.

Local law enforcement later reviewed the red light camera footage. As Finley Motors is the registered
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owner of the car, a notice was sent to them indicating the infraction and fine incurred. This notice
included the license plate number, occurrence date and time, a photograph of the driver, and a web
portal link to a video clip of the violation for further review. Finley Motors, however, was not responsible
for the violation as they were not driving the car at the time and transferred the incident to AMP Payment
Resources for further review. AMP Payment Resources identified Chuck as the driver based on the
rental agreement he signed when picking up the car and then contacted Chuck directly through a written
letter regarding the infraction to collect the fine.

After reviewing the incident through the AMP Payment Resources’ web portal, Chuck paid the fine using
his personal credit card. Two weeks later, Finley Motors sent Chuck an email promotion offering 10% off
a future rental.

What is the strongest method for authenticating Chuck’s identity prior to allowing access to his violation
information through the AMP Payment Resources web portal?

A. By requiring Chuck use the last 4 digits of his driver’s license number in combination with a unique
PIN provided within the violation notice.

B. By requiring Chuck use his credit card number in combination with the last 4 digits of his driver’s
license.

C. By requiring Chuck use the rental agreement number in combination with his email address.

D. By requiring Chuck to call AMP Payment Resources directly and provide his date of birth and home
address.

Answer: A

Explanation:

The strongest method for authenticating Chuck’s identity prior to allowing access to his violation
information through the AMP Payment Resources web portal would be option A: By requiring Chuck use
the last 4 digits of his driver’s license number in combination with a unique PIN provided within the
violation notice.

5.After downloading and loading a mobile app, the user is presented with an account registration page
requesting the user to provide certain personal details. Two statements are also displayed on the same
page along with a box for the user to check to indicate their confirmation:

Statement 1 reads: “Please check this box to confirm you have read and accept the terms and conditions
of the end user license agreement” and includes a hyperlink to the terms and conditions.

Statement 2 reads: “Please check this box to confirm you have read and understood the privacy notice”
and includes a hyperlink to the privacy notice.

Under the General Data Protection Regulation (GDPR), what lawful basis would you primarily except the
privacy notice to refer to?

A. Consent.

B. Vital interests.

C. Legal obligation.

D. Legitimate interests.

Answer: A
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